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We claim: 

II. multicast communication system comprising a plurality of subscriber locations, 

each subscriber location having an access device through which a number of subscriber 
devices accfess multicast information sent by a multicast distribution device, wherein each 
access device\acts as a sole multicast receiver for its respective subscriber location and 
distributes multicast information received from the multicast distribution device to the 
subscriber devices at its respective subscriber location. 



2. The multicast communication system of claim 1, wherein the multicast distribution 

device distributes multicast information for a number of multicast groups, and wherein 

\ 

each access device uses^a predetermined multicast group management protocol to join the 
multicast groups on behalf its respective subscriber devices. 



3. The multicast communication system of claim 2, wherein the predetermined 
multicast group management protocol is an Internet Group Management Protocol (IGMP). 
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A multicast communication system comprising a multicast distribution device 
coupledVo a plurality of subscriber locations, wherein each subscriber location is a 
separate s\ibnetwork of the multicast distribution device. 

5 5. The n^lticast communication system of claim 4, wherein each subscriber location 

comprises one and only one access device through which subscriber devices at the 
subscriber locatio\ access multicast information distributed by the multicast distribution 
device. 

ilO 6. The multicast c^munication system of claim 5, wherein each access device is 

% coupled to a separate interface of the multicast distribution device. 



' 7. The multicast communication system of claim 6, wherein the multicast distribution 

\ device identifies each access d^^ice based upon the interface to which the access device is 

^15 coupled. 



8. The multicast communication system of claim 6, wherein each access device joins 
multicast groups maintained by the multicast distribution device on behalf of its respective 
subscriber devices using a multicast group management protocol. 



20 



\ 



9. The multicast communication system of claim 8, wherein the multicast distribution 
device sends multicast information to the access devices based upon multicast group 
memberships of the access devices. 




25 10. The multicast communication system of claim 8, wherein each access device 

distributes multicast information received from the multicast distribution device to its 
respective subscriber devices. 



11. The multicast communication system of claim 4, wherein the multicast distribution 
30 device maintains accounting information for each subnetwork. 
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he multicast communication system of claim 11, wherein the accounting 
information comprises multicast group memberships for each subnetwork. 

13. The multicast communication system of claim 12, wherein the accounting 
information conrprises a duration for each multicast group membership for each 
subnetwork. \ 

14. The multicastVommunication system of claim 12, wherein the accounting 
information comprisesXa volume of multicast information for each multicast group 
membership for each subnetwork. 
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l'5. In\a communication system having a multicast distribution device coupled to a 
plurality ofVibscriber locations, each subscriber location having an access device and at 
least one subsViber device, an access control method comprising: 

maintainSjig a number of multicast groups by the multicast distribution device; and 
5 joining one^of said number of multicast groups by a first subscriber device, wherein 

joining one of said number of multicast groups by the first subscriber device comprises: 

sending a first\ioin request by the first subscriber device to an access device using a 
first multicast group management protocol; 

joining the multiq^ast group by the access device on behalf of the first subscriber 
10 device; and 

associating the first s^ubscriber device with the multicast group by the access 

device. 

16. The access control method of claim 15, wherein joining the multicast group by the 
15 access device on behalf of the first subscriber device comprises: 

sending a second join request by the access device to the multicast distribution 
device using a second multicast group management protocol; and 

authenticating the access deviqe by the multicast distribution device. 



20 17. The access control method of claitai 16, wherein authenticating the access device 

by the multicast distribution device comprises: 

identifying the access device by the n^ulticast distribution device. 

18. The access control method of claim 17, wherein the access device is coupled to an 
25 interface of the multicast distribution device, and^^herein identifying the access device by 

the multicast distribution device comprises: 



identifying the access device based upon the interface over which the second join 
request is received by the multicast distribution device. 
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19. The access control method of claim 16, wherein authenticating the access device 
by the murticast distribution device comprises: 

authejiticating the access device using a predetermined authentication scheme. 



20. The access control method of claim 19, wherein the predetermined authentication 
scheme comprisealPsec AH. 

21. The access control method of claim 16, further comprising: 

determining by^he multicast distribution device that the access device is authentic; 

and 

establishing a mult\cast group membership for the access device by the multicast 
distribution device. 

22. The access control method of claim 16, further comprising: 
determining by the multicast distribution device that the access device is not 

authentic; and 

denying a multicast group me^ibership for the access device by the multicast 
distribution device. 

23. The access control method of claim 15, wherein associating the first subscriber 
device with the multicast group by the access device comprises: 

maintaining by the access device a lis\of subscriber devices associated with the 
multicast group; and 

adding the first subscriber device to the of subscriber devices associated with 
the multicast group. 



24. The access control method of claim 15, furtheV comprising: 
leaving the multicast group by the first subscriber device; 

leaving the multicast group by the access device\n behalf of the first subscriber 
device; and 
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^associating the first subscriber device from the muUicast group by the access 

device. 

25. The access control method of claim 15, further comprising: 
5 joining the multicast group by a second subscriber device, wherein joining the 

multicast group by the second subscriber device comprises: 

sending a third join request by the second subscriber device to the access device 
using a third multicast group management protocol; and 

associating the^ second subscriber device with the multicast group by the access 

0 device. 

26. The access controlAmethod of claim 25, further comprising: 
leaving the multicast\group by one of the first subscriber device and the second 

subscriber device; 

5 remaining joined to the multicast group by the access device on behalf of the 

remaining subscriber device; 



% and\ 



disassociating said one of the first subscriber device and the second subscriber 
device from the multicast group by access device. 



\ 



0 27. The access control method of claim 15, further comprising: 

maintaining accounting information by the multicast distribution device for each 
multicast group for each subscriber location) 
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28. apparatus for operating as a sole multicast receiver on behalf of a number of 
subscriber ^evices at a subscriber location in a multicast communication network, the 
apparatus cornprising: 

a netwVk interface couplable to a multicast distribution device; 

a subscriWr interface couplable to the number of subscriber devices at the 
subscriber location^ and 

switching logic interposed between the network interface and the subscriber 
interface, wherein theVwitching logic is operably coupled to join multicast groups 
maintained by the multicast distribution device on behalf of the number of subscriber 
devices and forward multicast information to the subscriber devices. 

29. The apparatus of cl^m 28, wherein the switching logic comprises: 

first multicast group management logic operably coupled to control first multicast 
group memberships between theVpparatus and the subscriber devices; 

second multicast group mar^gement logic operably coupled to control second 
multicast group memberships between the apparatus and the multicast distribution device; 
and \ 

membership logic operably coupled to maintain said first and second multicast 
group memberships. 



30. The apparatus of claim 29, wherein the first multicast group management logic 
comprises Internet Group Management Protoco^ (IGMP) logic for exchanging multicast 
group membership information with the subscriber devices. 



\ 



31. The apparatus of claim 29, wherein the second multicast group management logic 
comprises Internet Group Management Protocol (IGMP) logic for exchanging multicast 
group membership information with the multicast distribution device. 
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32. \ The apparatus of claim 29, wherein the membership logic is operably coupled to 
associate the first multicast group memberships with the second multicast group 
member^ips. 

33. The apparatus of claim 29, wherein the membership logic is operably coupled to 
maintain a lisfspf subscriber devices for each of said second multicast group memberships. 



:!lO 



34. The apparJ^us of claim 29, wherein the first multicast group management logic is 
operably coupled tc^eceive a join request from a subscriber device for joining a multicast 
group. 



35. The apparatus of olaim 34, wherein the second multicast group management logic 
is operably coupled to join me multicast group on behalf of the first subscriber device. 



US 



36. The apparatus of claim wherein the membership logic is operably coupled to 
associate the first subscriber devicfe with the multicast group. 



20 



37. The apparatus of claim 29, wh^ein the first multicast group management logic is 
operably coupled to determine that a subscriber device has left a multicast group. 

38. The apparatus of claim 37, wherein trie membership logic is operably coupled to 
disassociate the subscriber device from the multicast group. 



25 



39. The apparatus of claim 38, wherein the second multicast group management logic 
is operably coupled to determine whether there are ai^y remaining subscriber devices 
associated with the multicast group based upon the mekibership information maintained by 
the membership logic. 
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40/ The apparatus of claim 39, wherein the second multicast group management logic 
is operably coupl^ to remain a member of the multicast group upon determining that there 
is at least one remaining subscriber device associated with the multicast group. 



41. The apparatus oKclaim 39, wherein the second multicast group management logic 
is operably coupled to lea\e the multicast group upon determining that there are no 
remaining subscriber device\ associated with the multicast group. 
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42. A cWiputer program for controlling a computer system, the computer program 
comprising: 

network ftiterface logic for communicating with a multicast distribution device; 

subscriber Jnterface logic for communicating with a number of subscriber devices 
at a subscriber location; and 

switching logicMogically interposed between the network interface logic and the 
subscriber interface logio, wherein the switching logic is programmed to join multicast 
groups maintained by the r^ulticast distribution device on behalf of the number of 
subscriber devices and forwa^multicast information to the subscriber devices. 

43. The computer program oficlaim 42, wherein the switching logic comprises: 
first multicast group management logic programmed to control first multicast 

group memberships between the cor^puter system and the subscriber devices; 

second multicast group managekient logic programmed to control second multicast 
group memberships between the computer system and the multicast distribution device; 
and \y 

membership logic programmed to maijitain said first and second multicast group 
memberships. 



44. The computer program of claim 43, wherein the first multicast group management 
logic comprises Internet Group Management Protocol (IGMP) logic for exchanging 
multicast group membership information with the subscriber devices. 



45. The computer program of claim 43, wherein the second multicast group 
management logic comprises Internet Group ManagemenNprotocol (IGMP) logic for 
exchanging multicast group membership information with the multicast distribution 



device. 
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46. The 5X)mputer program of claim 43, wherein the membership logic is programmed 
to associate thesfirst multicast group memberships with the second multicast group 
memberships. \ 

47. The computer Wogram of claim 43, wherein the membership logic is progranimed 
to maintain a list of subscriber devices for each of said second multicast group 
memberships. \ 



48. The computer programyof claim 43, wherein the first multicast group management 
logic is programmed to receive ^join request from a subscriber device for joining a 
multicast group. \ 

49. The computer program of claiVi 48, wherein the second multicast group 
management logic is programmed to jo\n the multicast group on behalf of the first 
subscriber device. \ 

50. The computer program of claim 48, wherein the membership logic is programmed 
to associate the first subscriber device with theViulticast group. 

51. The computer program of claim 43, whereinUhe first multicast group management 
logic is programmed to determine that a subscriber deVice has left a multicast group. 

52. The computer program of claim 51, wherein the membership logic is programmed 
to disassociate the subscriber device from the multicast group. 

53. The computer program of claim 52, wherein the second multicast group 
management logic is programmed to determine whether there are any remaining subscriber 
devices associated with the multicast group based upon the membership information 
maintained by the membership logic. \ 
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541 The (s^mputer program of claim 53, wherein the second multicast group 
management logic is programmed to remain a member of the multicast group upon 
determining that th^re is at least one remaining subscriber device associated with the 
multicast group. 



55. The computer progmm of claim 53, wherein the second multicast group 
management logic is programmed to leave the multicast group upon determining that there 
are no remaining subscriber deuces associated with the multicast group. 

1:30 56. The computer program of claim 42 embodied in a computer readable medium. 

i! 57, The computer program of claim 4^ embodied in a data signal. 



□ 



